
Glodwick Infant and Nursery School, Oldham  

E-safety Policy 2021 

Rationale  

The safety of children at Glodwick Infant and Nursery School is of the utmost 
importance. New technologies have become integral to the lives of children and 
young people in today’s society, both within schools and in their lives outside school. 
At Glodwick, we believe all children should have access to the Internet. However, it 
is imperative that children are made aware of the risks in an age appropriate way in 
order for them to make responsible decisions about their use of the Internet. 
Glodwick Infant and Nursery School also recognises its responsibilities under the 
Prevent duty 2015  
 

The internet and other digital and information technologies are powerful tools, which 
open up new opportunities for everyone. These technologies can stimulate 
discussion, promote creativity and increase awareness of context to promote 
effective learning. Learners should have an entitlement to safe internet access at all 
times. 

The Internet is an essential element of the 21st century for life education, business and 
social interaction. The school has a duty to provide learners with quality Internet 
access as part of their learning experience. 
 

• The use of these exciting and innovative tools in school and at home has 
been shown to raise educational standards and promote student 
achievement.  

• Access to World-wide educational resources including museums and art 
galleries. 

• Access to experts in many fields for children and staff. 

• Professional development for staff through access to national developments, 
educational materials and effective curriculum practice. 

• Collaboration across support services and professional associations. 

• Improved access to technical support and automatic system updates. 

• Exchange of curriculum and administration data with the LA  

• Access to learning wherever and whenever convenient. 

• Children will be taught what Internet use is acceptable and what is not and 
given clear objectives for Internet use. 

 

However, the use of these new technologies can put learners at risk within and 
outside the school. Some of the dangers they may face include: 

• Access to illegal, harmful, extremist or inappropriate images or other content 
• Unauthorised access to / loss of / sharing of personal information 
• The risk of being subject to grooming by those with whom they make contact 

on the internet.  
• The sharing / distribution of personal images without an individual’s consent or 

knowledge 
• Inappropriate communication / contact with others, including strangers 
• Cyber-bullying  
• Access to unsuitable video / internet games 
• An inability to evaluate the quality, accuracy and relevance of information 

on the internet 
• Plagiarism and copyright infringement 
• Illegal downloading of music or video files 
• The potential for excessive use which may impact on the social and 



emotional development and learning of the young person. 
 

“Technology use and e-safety issues go hand in hand. Many incidents 
happen beyond the physical geography of the school and yet can impact 
on learners and staff.  
• Issues are magnified for ‘vulnerable’ children (for example disabled 

children and those who have special educational needs, looked after 
children); the internet bypasses normal safeguarding procedures thus 
making children who are adopted or fostered at greater risk of having 
their identities discovered. This could be by their birth parents searching for 
them or themselves wanting to discover who their birth parents are.  

• Girls are more likely than boys to be bullied online. Around 4% of those 
aged 8-11 and 9% of those aged 12-15 who use the internet say they have 
had experience of being bullied online in the past year. As with bullying 
through a mobile phone, this incidence has not changed for those aged 
8-11 or 12-15 since 2011.  

• Children with special educational needs are 16% more likely to be victims 

of online abuse; children from lower socio-economic groups are 12% more 
likely”. (Taken from Inspecting e-safety, 2013)   
 

Many of these risks reflect situations in the off-line world and it is essential that this e-
safety policy is used in conjunction with other school policies (eg PSHE, behaviour, 
anti-bullying and child protection policies). 

As with all other risks, it is impossible to eliminate those risks completely. It is therefore 
essential, through good educational provision to build children’s resilience to the risks 
to which they may be exposed, so that they have the confidence and skills to face 
and deal with these risks.  
 

Scope of the policy 

 
This policy applies to all members of the school community (including staff, learners, 
volunteers, parents / carers, visitors, community users) who have access to and are 
users of school ICT systems, both in and out of school. 

The school will deal with such incidents within this policy and associated behaviour 
and anti-bullying policies and will, where known, inform parents / carers of incidents 
of inappropriate e-safety behaviour that take place out of school. 

 

Roles and responsibilities 

The following section outlines the roles and responsibilities for e-safety of individuals 
and groups within the school:  

Governors 

Governors are responsible for the approval of the E-Safety Policy and for reviewing 
the effectiveness of the policy. This will be carried out by the Governors receiving 
regular information about e-safety incidents and monitoring reports via the Head 
Teacher’s Termly report. A member of the Governing Body has taken on the role of 
E-Safety Governor.  The role of the E-Safety Governor will include:   

• regular meetings with the Computing subject manager team. 

• regular monitoring of e-safety incident logs 

• regular monitoring of filtering  

• reporting to relevant Governors committee  

 



Head Teacher 

• The Head Teacher is responsible for ensuring the safety (including e-safety) of 
members of the school community, though the day to day responsibility for
  e-safety will be delegated to the Computing Subject manager. 

• The Head Teacher is responsible for ensuring that the Computing subject 
manager receives suitable CPD to enable them to carry out their e-safety 
roles and to train other colleagues, as relevant 

• The Head Teacher will receive termly Computing curriculum reports which will 
include any references to e-safety 

• The Head Teacher and Deputy Head Teacher are aware of the procedures to 
be followed in the event of a serious e-safety allegation being made against 
a member of staff (see Appendix 1 Procedure for finding inappropriate or 
illegal material). 

• The Head Teacher will guarantee that the school meets the e-safety 
technical requirements outlined in the Local Authority E-Safety Policy and 
guidance. 

 

Computing Subject Manager Team 

• Takes day to day responsibility for e-safety issues and has a leading role in 
establishing and reviewing the school e-safety policies / documents. 

• Ensures that all staff are aware of the procedures that need to be followed in 
the event of an e-safety incident taking place.  

• Provides training and advice for staff. 

• Liaises with the governance of the school. 

• Liaises with the school ICT technician. 

• Receives reports of e-safety incidents and creates a log of incidents to inform 
future e-safety developments.  

• Meets with the E-Safety Governor/the Head Teacher to discuss current issues, 
review incident logs and filtering / change control logs  

• Reports termly to the Head Teacher and Governors on Computing as a 
curriculum subject with appropriate reference to e-safety as and when 
necessary 

  

ICT Technician  
 

• Ensure that the school’s ICT/ computing  infrastructure is secure and is not 
open to misuse or malicious attack. 

• Ensure that users may only access the school’s networks through a properly 
enforced password protection policy, in which passwords are regularly 
changed. 

• Ensure that the school keeps up to date with e-safety technical information in 
order to effectively carry out their e-safety role and to inform and update 
others as relevant. 

• The use of the network / Virtual Learning Environment (VLE) / email is regularly 
monitored in order that any misuse / attempted misuse can be reported to 
the Computing subject manager and Head Teacher for investigation / action 
/ sanction.  

• Ensure that they monitor software and work alongside the Computing subject 
manager to monitor the needs of teaching staff.  

•  

 



Teaching and support staff  

They are responsible for ensuring that: 

• They have an up to date awareness of e-safety matters and of the current 
school e-safety policy and practices. 

• They have read, understood and signed the school Acceptable Use 
Agreement: Staff Governors and Visitors (appendix 2) 

• They follow the procedure for finding inappropriate or illegal material, see 
appendix 1.  

• They understand and follow the children’s actions and sanctions table 
(appendix 3). 

• They are aware and understand the table outlining the staff actions and 
sanctions (appendix 4).  

• Digital communications with children (email / Virtual  Learning Environment 
(VLE) / voice) should be on a professional level and only carried out using 
official school systems.  

• E-safety issues are embedded in all aspects of the curriculum and other 
school activities. 

• Children according to their age, understand and follow the school e-safety 
rules (appendix 5). 

• Children have a good understanding of research skills in an age appropriate 
way. 

• They monitor Computer/ technology activity in lessons, extra curricular and 
extended school activities.  

• They are aware of e-safety issues related to the use of mobile phones, 
cameras and hand held devices and that they monitor their use and 
implement current school policies with regard to these devices. 

• In lessons where internet use is pre-planned children should be guided to sites 

checked as suitable for their use and that processes are in place for dealing 
with any unsuitable material that is found in internet searches.  including 
material which is considered to be extremist in accordance with the Prevent 
Duty 2015 

Designated Teacher for Child Protection 

 

The designated teacher for child protection (DSL) is trained in e-safety issues and 
aware of the potential for serious child protection issues to arise from: 

• sharing of personal data  

• access to illegal / inappropriate materials 

• inappropriate on-line contact with adults / strangers 

• potential or actual incidents of grooming 

• cyber-bullying 

 

 

Children 

 

According to their age (3 to 7 years) 

 

• Are trained to use the school Computing/ ICT systems in accordance with the 
E-safety rules which are clearly displayed throughout the teaching areas and 
referred to often (see appendix 5) 

• Have an understanding of research skills 



  

• Be encouraged to appreciate the importance of adopting good e-safety 
practice when out of school.  

Parents 

 

Parents play a crucial role in ensuring that their children understand the need to use 
the internet / mobile devices in an appropriate way. Research shows that many 
parents and carers do not fully understand the issues and are less experienced in the 
use of ICT/ computing than their children. The school will therefore take every 
opportunity to help parents understand these issues through:  

Parents’ evenings 

Newsletters 

Letters 

Workshops 

Website / VLE  links to e-safety and CEOPs (Child E-safety Online Protection) 

Information about national / local e-safety campaigns and relevant literature.   

 

Parents and carers will be responsible for: 

• Endorsing (by signature) the Acceptable Use Agreement: Parents and carers 
(appendix 6) 

• Accessing the school website / VLE  in accordance with the relevant 
Acceptable Use Agreement: Parents and carers (appendix 6).  

 
 

Education of learners 

 
Whilst regulation and technical solutions are very important, their use must be 
balanced by educating learners to take a responsible approach.  The education of 
learners in e-safety is therefore an essential part of the school’s e-safety provision. 
Learners need the help and support of the school to recognise and avoid e-safety 
risks and build their resilience. 
E-Safety education will be provided in the following ways:  

• A planned e-safety programme should be provided as part of computing 
and be incorporated in other parts of the curriculum.  

• Key e-safety messages should be reinforced as  an integral part of a planned 
curriculum delivery. 

• Learners should be taught in all lessons to be critically aware of the materials / 
content they access on-line and be guided to validate the accuracy of 
information again, in an age appropriate way. 

• Rules for use of ICT/ Computing systems / E-safety will be displayed for reference 
near to the computers in school (appendix 5). 

• Staff should act as good role models in their use of computer technology, the 
internet and mobile devices. 

Education of parents/carers 

 
Many parents and carers have only a limited understanding of e-safety risks and 
issues, yet they play an essential role in the education of their children and in the 
monitoring / regulation of the children’s on-line experiences. Parents often either 
underestimate or do not realise how often children and young people come across 
potentially harmful and inappropriate material on the internet and are often unsure 



about what they would do about it. “There is a generational digital divide”. (Byron 
Report).  
The school will provide information and awareness to parents and carers through: 

• Workshops 
•    Letters and the web site 
• Meetings with parents  

 

Messages to the public around e safety should also be targeted towards 
grandparents and other relatives as well as parents. Everyone has a role to play in 
empowering children to stay safe while they enjoy these new technologies, just as it 
is everyone’s responsibility to have a duty of care in the non-digital world. 
 

Education of staff 

It is essential that all staff receive e-safety training and understand their 
responsibilities, as outlined in this policy. Training will be offered as follows:  

• A planned programme of formal e-safety training will be delivered. 
• All new staff will be directed towards this policy as part of their induction 

ensuring that they fully understand it and agree to follow the guidance. 
• The Computing Subject Manager Team will receive regular updates through 

training sessions from external providers and via the internet. 
• This E-Safety policy and its updates will be presented to and discussed by staff 

in staff meetings. 
• The Computing Subject Manager Team will provide advice, guidance and 

training where required. 
 

Training of Governors 

Governors will be invited to take part in e-safety training and awareness sessions. 

Technical Infrastructure – filtering and monitoring 

The school is responsible for ensuring that the school infrastructure / network is as 
safe and secure as is reasonably possible and that policies and procedures 
approved within this policy are implemented.   

• There will be regular reviews and audits of the safety and security of school 
computing systems 

• Servers, wireless systems and cabling must be securely located and physical access 
restricted. 

• The “master / administrator” passwords for the school Computing system, 
used by the ICT technician will be shared with the  Head Teacher and kept 
securely. 

• Users will be made responsible for the security of their username and 
password and  must not allow other users to access the systems using their log 
on details. They must immediately report any suspicion or evidence that there 
has been a breach of security.   

• In the event of the requirement to switch off the filtering for any reason, or for 
any user, this must be logged and carried out by a process that is agreed by 
the Head Teacher. 

• Any filtering issues should be reported immediately to the Head Teacher.  

• Senior Leaders and the ICT technician will  monitor and record the activity of 
users on the school ICT/ Computing systems and users are made aware of this 
in the Acceptable Use Agreement.  

• An appropriate system is in place for users to report any actual or potential  

 e-safety incident to the Head Teacher, Designated teacher for Child 
Protection (Appendix 1). 



• Staff understand the rules of data protection in terms of laptops and 
removable media (eg memory sticks / CDs / DVDs) as outlined in the Data 
Protection policy. 

• The school infrastructure and individual workstations are protected by up to 
date virus software. 

• Personal data will be encrypted or otherwise secured.  

Curriculum 

 
E-safety should be a focus in all areas of the curriculum and staff should reinforce 
e-safety messages in the use of ICT across the curriculum in order to build the 
knowledge, skills and capability of the children. 

• In lessons where internet use is pre-planned, it is best practice that children 
should be guided to sites checked as suitable for their use and that processes 
are in place for dealing with any unsuitable material that is found in internet 
searches.  

• Where children are allowed to freely search the internet, eg using search 
engines, staff are vigilant in monitoring the content of the websites.  

• Children will be taught to be critically aware of the materials and content they 
access on-line and be guided to validate the accuracy of information. 

 

Authorised Internet Access 

 

• Glodwick will maintain a current record of all staff and children who are 
granted Internet access. 

• All staff must read and use the Acceptable Use Agreement: Staff Governors 
and Visitors (appendix 2) before using any school ICT resource. 

• Parents are informed that children will be provided with supervised Internet 
access. 

• Parents will be asked to sign and return the Acceptable Use Agreement: 
Parents and Carers (appendix 6). 

 

Use of digital and video images 

The development of digital imaging technologies has created significant benefits to 
learning, allowing staff and learners instant use of images that they have recorded 
themselves or downloaded from the internet. However, staff and learners need to 
be aware of the risks associated with sharing images and with posting digital images 
on the internet. Those images may remain available on the internet forever and may 
cause harm or embarrassment to individuals in the short or longer term. There are 
many reported incidents of employers carrying out internet searches for information 
about potential and existing employees. The school will inform and educate users 
about these risks and will implement policies to reduce the likelihood of the potential 
for harm:   

• When using digital images, staff will highlight the risks attached to publishing 
their own images on the internet eg on social networking sites. 

• Photographs that include children will be selected carefully so that their 
image cannot be misused. 

• Care should be taken when taking digital / video images that children are 
appropriately dressed and are not participating in activities that might bring 
the individuals or the school into disrepute.  

• Written permission from parents or carers will be obtained before photographs 
of pupils are published on the school website (Appendix 7). 

  

World Wide Web 



 

• School will ensure that copyright is adhered to in the use of Internet derived 
materials e.g. music, images. 

• The use of Google as a search engine although filtered is not advised. The use 
of childrens search engines are a far safer approach for children for e.g.  

www.bbc.co.cbbc/find http://kids.yahoo.com  

• Children should be taught to be critically aware (in an age appropriate way) 
of the materials they find on the web and how to validate information before 
accepting its accuracy. 

• Glodwick will take all reasonable precautions to prevent access to 
inappropriate material. However, due to the international scale and linked 
Internet content, it is not possible to guarantee that unsuitable material will 
never appear on a school computer. Neither the school nor its governance 
can accept liability for the material accessed, or any consequences of 
Internet access. 

 

E-Mail 

 

• Learners do not have access to individual e-mail accounts.  

• All staff have access to the Oldham First Class e-mail facility which is password 
protected. Further information is available from the First Class Policy (appendix 
8).  

 

Safe Use of Social Networking Sites 

 
As a professional it is essential that you take care with the information you make 
public and remember that once a comment or posting is made, it may not be 
possible to take it back, there will always be a permanent digital record of it. 
 
As an employee working within the public domain, you should remember your 
professional role and always consider how your conduct could affect your 
personal and professional reputation and the reputation of your employer 
 
Currently the most popular social networking sites are Facebook, Twitter,  
Instagram, Vine, Snapchat and Youtube . 
 
In order to stay safe, you should: 
 

• Set your social networking profile to private so only your chosen friends can 
see and photos you publish on it. 

• Think before you post any photos of yourself (or comments) on the Internet – 
ask yourself would you be comfortable with others such as your colleagues, 
manager, parent, child in your class etc seeing them. 

• Ask your friends to think before they tag you in a photo – especially if their 
social networking profile is ‘public’ 

• Keep your professional and personal life separate do not become friends with 
any child, parent/carer or ex pupils. 

• Do not talk about your professional role in any capacity when using social 
media 

• You have a duty to report any e-safety incident which may impact on you 
and your professionalism or the school. See Data Protection Policy “you may 
not publish any derogatory comments about the workplace, colleagues or 
pupils by name or by association. You may not publish any material that may 
have an impact on the reputation of the school, even in private postings. You 
may not establish a friendship /relationship outside of your professional role 
with pupils or their families”. 

http://www.bbc.co.cbbc/find
http://kids.yahoo.com/


• The school will control access to social networking sites, and consider how to 
educate the children their safe use. 

• Children will be advised never to give out personal details of any kind which 
may identify them, their friends or their location. 

 

Managing  Emerging Technologies 

 

• Emerging technologies will be examined for educational benefit and risk 
assessments will be carried out before use in school is allowed. 

• Technologies such as mobile ‘phones and wireless Internet access can bypass 
school filtering systems. 

• Mobile ‘phones must not be used during formal school time. Staff in school 
may use mobile phones during non-directed time to make personal calls with 
due respect as they move around school. Staff should not text or call during 
lessons. All mobile ‘phones will be set to silent or switched off during this time.  
Should a member of staff need to be reached, the most effective method is 
through the school office. 

• Taking photographs on a mobile ‘phone is not acceptable and staff will use 
the digital camera provided for each class teacher. 

• Also be aware and respectful of moving through areas/classrooms using 
mobile phones when children are present. 

 

Introducing the e-safety rules to learners (appendix 5) 

 

• E-safety rules will be posted in all rooms where computers are used and 
discussed and explained regularly in an age appropriate way. 

• Children will be informed that their internet use will be monitored. 

• Children at Glodwick will have e-safety training appropriate to their 
understanding.  
 

Staff and the e-Safety Policy  
 

• Staff must be informed that network and Internet usage can be monitored 
and traced to an individual user. 

 

Review 

 

This policy will be reviewed as part of the policy review cycle to evaluate the schools 
progress towards its E-safety targets. Progress will be discussed with the school 
leadership team and reported to the governors every term. This evaluation will form 
the base for an E-safety action plan in line with the School Development and 
Improvement Plans. The Computing subject manager and Head Teacher will 
monitor/ review teaching and learning in relation to this policy. 

 

Computing Subject Manager Team 

 

February 2021 

To be reviewed annually in Autumn term 

Next review Autumn Term 2021 

 

 

 

 

 


